Computer Networks
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Network Devices (Hub, Repeater, Bridge, Switch,
Router and Gateways)
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1. Repeater — A repeater operates at the physical layer. Its job is to regenerate the signal
over the same network before the signal becomes too weak or corrupted so as to extend
the length to which the signal can be transmitted over the same network. An important
point to be noted about repeaters is that they do no amplify the signal. When the signal
becomes weak, they copy the signal bit by bit and regenerate it at the original strength. It
is a 2 port device.

Functionally, a repeater can be considered as two transceivers joined together and
connected to two different segments of coaxial cable. The repeater passes the digital
signal bit-by-bit in both directions between the two segments. As the signal passes
through a repeater, it is amplified and regenerated at the other end. The repeater does not
isolate one segment from the other, if there is a collision on one segment, it is regenerated
on the other segment. Therefore, the two segments form a single LAN and it is
transparent to rest of the system. Ethernet allows five segments to be used in cascade to
have a maximum network span of 2.5 km.

* A repeater connects different segments of a LAN
» A repeater forwards every bit it receives
» A rrepeater is a regenerator, not an amplifier

» It can be used to create a single extended LAN
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2. Hub — A hub is basically a multiport repeater. A hub connects multiple wires
coming from different branches, for example, the connector in star topology
which connects different stations. Hubs cannot filter data, so data packets are
sent to all connected devices. Hub is a generic term, but commonly refers to a
multiport repeater. It can be used to create multiple levels of hierarchy of
stations.

Hub as a multi-port repeater can be connected in a hierarchical manner to form a single LAN with many nodes

3. Bridge — A bridge operates at data link layer. A bridge is a repeater, with add
on functionality of filtering content by reading the MAC addresses of source
and destination. It is also used for interconnecting two LANs working on the
same protocol. It has a single input and single output port, thus making it a 2
port device.
The device that can be used to interconnect two separate LANS is known as a bridge. It is
commonly used to connect two similar LANs. The bridge operates in layer 2, that is data-
link layer. Advantages, are higher reliability, performance, security, convenience and
larger geographic coverage. Key features of a bridge are mentioned below:

* A bridge operates both in physical and data-link layer

» A bridge uses a table for filtering/routing



* A bridge does not change the physical (MAC) addresses in a frame
» Types of bridges:
e Transparent Bridges
e Source routing bridges
A bridge must contain addressing and routing capability. Two routing algorithms have
been proposed for a bridged LAN environment. The first, produced as an extension of
IEEE 802.1 and applicable to all IEEE 802 LANS, is known as transparent bridge. And
the other, developed for the IEEE 802.5 token rings, is based on source routing

approach. It applies to many types of LAN including token ring, token bus and
CSMA/CD bus.

Address Port

612B13546141
612813456142
742B13465112
742B13456113

Bridge Table
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Fig: A bridge connecting two separate LANSs
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4.switch — A switch is a multi-port bridge with a buffer and a design that can
boost its efficiency(large number of ports imply less traffic) and performance.
Switch is data link layer device. Switch can perform error checking before
forwarding data that makes it very efficient as it does not forward packets that
have errors and forward good packets selectively to correct port only. A switch
Is essentially a fast bridge having additional sophistication that allows faster

processing of frames. Some of important functionalities are:
» Ports are provided with buffer

»  Switch maintains a directory: #address - port#

« Each frame is forwarded after examining the #address and forwarded to the
proper port#

Comparison between a switch and a hub

Although a hub and a switch apparently look similar, they have significant differences.,
both can be used to realize physical star topology, the hubs works like a logical bus,
because the same signal is repeated on all the ports. On the other hand, a switch functions
like a logical star with the possibility of the communication of separate signals between
any pair of port lines. As a consequence, all the ports of a hub belong to the same
collision domain, and in case of a switch each port operates on separate collision domain.
Moreover, in case of a hub, the bandwidth is shared by all the stations connected to all the
ports. On the other hand, in case of a switch, each port has dedicated bandwidth.
Therefore, switches can be used to increase the bandwidth of a hub-based network by
replacing the hubs by switches.
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5. Routers — A router is a device like a switch that routes data packets based on
their IP addresses. Router is mainly a Network Layer device. Routers normally
connect LANs and WANS together and have a dynamically updating routing
table based on which they make decisions on routing the data packets. Router
divide broadcast domains of hosts connected through it.

A router is used to route data packets between two networks. It reads the information in
each packet to tell where it is going. If it is destined for an immediate network it has
access to, it will strip the outer packet (IP packet for example), readdress the packet to
the proper Ethernet address, and transmit it on that network. If it is destined for another
network and must be sent to another router, it will re-package the outer packet to be
received by the next router and send it to the next router. Routing occurs at the network
layer of the OSI model. They can connect networks with different architectures such as
Token Ring and Ethernet. There are two types of routers:

1. Static routers - Are configured manually and route data packets based on
information in a router table.

2. Dynamic routers - Use dynamic routing algorithms. There are two types
of algorithms:

o Distance vector - Based on hop count, and periodically broadcasts
the routing table to other routers which takes more network
bandwidth especially with more routers. RIP uses distance
vectoring. Does not work on WANS as well as it does on LANS?

o Link state - Routing tables are broadcast at startup and then only
when they change. The open shortest path first (OSPF) protocol
uses the link state routing method to configure routes or distance
vector algorithm (DVA).
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6. Brouter: There is a device called a Brouter which will function similar to a
bridge for network transport protocols that are not routable, and will function
as a router for routable protocols. It functions at the network and data link
layers of the OSI network model.

7. Gateway — A gateway, as the name suggests, is a passage to connect two
networks together that may work upon different networking models. They
basically works as the messenger agents that take data from one system,
interpret it, and transfer it to another system. Gateways are also called protocol
converters and can operate at any network layer. Gateways are generally more
complex than switch or router.

A gateway can translate information between different network data formats or
network architectures. It can translate TCP/IP to AppleTalk so computers
supporting TCP/IP can communicate with Apple brand computers. Most
gateways operate at the application layer, but can operate at the network or
session layer of the OSI model. Gateways will start at the lower level and strip
information until it gets to the required level and repackage the information and
work its way back toward the hardware layer of the OSI model. To confuse
issues, when talking about a router that is used to interface to another network,
the word gateway is often used. This does not mean the routing machine is a
gateway as defined here, although it could be.
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Fig: Communication through a gateway




